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Objectives
Chapter 6

❏ To review a short history of DESy

❏ To define the basic structure of DES

❏ To describe the details of building elements of DES

❏ To describe the round keys generation process

❏ To analyze DES
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66--1   INTRODUCTION1   INTRODUCTION

TheThe DataData EncryptionEncryption StandardStandard (DES)(DES) isis aa symmetricsymmetric--
kk bl kbl k i hi h bli h dbli h d bb hh N i lN i l I iI i ffkeykey blockblock ciphercipher publishedpublished byby thethe NationalNational InstituteInstitute ofof
StandardsStandards andand TechnologyTechnology (NIST)(NIST)..

Topics discussed in this section:Topics discussed in this section:
6.1.1 History 
6.1.2 Overview
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6.1.1  History

In 1973, NIST published a request for proposals for a
national symmetric-key cryptosystem. A proposal fromy y yp y p p f
IBM, a modification of a project called Lucifer, was
accepted as DES. DES was published in the Federal
Register in March 1975 as a draft of the Federal
Information Processing Standard (FIPS).

6.4



6.1.2  Overview

DES is a block cipher, as shown in Figure 6.1.

Figure 6.1  Encryption and decryption with DES
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66--2   DES STRUCTURE2   DES STRUCTURE

TheThe encryptionencryption processprocess isis mademade ofof twotwo permutationspermutations
(P(P--boxes),boxes), whichwhich wewe callcall initialinitial andand finalfinal(P(P boxes),boxes), whichwhich wewe callcall initialinitial andand finalfinal
permutations,permutations, andand sixteensixteen FeistelFeistel roundsrounds..

Topics discussed in this section:Topics discussed in this section:
6.2.1 Initial and Final Permutations
6.2.2 Rounds
6.2.3 Cipher and Reverse Cipher

6.6

p p
6.2.4 Examples



66--2   Continue2   Continue

Figure 6.2  General structure of DES
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6.2.1  Initial and Final Permutations

Figure 6.3  Initial and final permutation steps in DES
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6.2.1 Continue

Table 6 1 Initial and final permutation tablesTable 6.1  Initial and final permutation tables
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6.2.1 Continued

Example 6.1

FindFind thethe outputoutput ofof thethe initialinitial permutationpermutation boxbox whenwhen thethe inputinput
isis givengiven inin hexadecimalhexadecimal asas::

SolutionSolution
OnlyOnly bitbit 2525 andand bitbit 6464 areare 11ss;; thethe otherother bitsbits areare 00ss.. InIn thethe finalfinal
permutation,permutation, bitbit 2525 becomesbecomes bitbit 6464 andand bitbit 6363 becomesbecomes bitbit 1515..
TheThe resultresult isisTheThe resultresult isis
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6.2.1 Continued

Example 6.2
ProveProve thatthat thethe initialinitial andand finalfinal permutationspermutations areare thethe inverseinversepp
ofof eacheach otherother byby findingfinding thethe outputoutput ofof thethe finalfinal permutationpermutation ifif
thethe inputinput isis

SolutionSolution
TheThe inputinput hashas onlyonly twotwo 11ss;; thethe outputoutput mustmust alsoalso havehave onlyonly twotwo
11ss.. UsingUsing TableTable 66..11,, wewe cancan findfind thethe outputoutput relatedrelated toto thesethese
twotwo bitsbits BitBit 1515 inin thethe inputinput becomesbecomes bitbit 6363 inin thethe outputoutput BitBittwotwo bitsbits.. BitBit 1515 inin thethe inputinput becomesbecomes bitbit 6363 inin thethe outputoutput.. BitBit
6464 inin thethe inputinput becomesbecomes bitbit 2525 inin thethe outputoutput.. SoSo thethe outputoutput
hashas onlyonly twotwo 11s,s, bitbit 2525 andand bitbit 6363.. TheThe resultresult inin hexadecimalhexadecimal isis
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6.2.1 Continued

Note

The initial and final permutations are 
straight P-boxes that are inverses 

of each other.
They have no cryptography significance in 

DES.
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6.2.2 Rounds

DES uses 16 rounds. Each round of DES is a Feistel
cipher.

Fi 6 4Figure 6.4  
A round in DES 
(encryption site)
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6.2.2 Continued
DES Function  

The heart of DES is the DES function. The DES function
applies a 48-bit key to the rightmost 32 bits to produce a
32-bit output.

Figure 6.5  
DES function
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6.2.2 Continue

Expansion P-box
Since RI−1 is a 32-bit input and KI is a 48-bit key, we first
need to expand RI−1 to 48 bits.

Figure 6.6  Expansion permutation
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6.2.2 Continue

Although the relationship between the input and output
can be defined mathematically, DES uses Table 6.2 to
define this P-box.

Table 6 6 Expansion P box tableTable 6.6  Expansion P-box table
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6.2.2 Continue

Whitener (XOR)
After the expansion permutation, DES uses the XOR
operation on the expanded right section and the round
key. Note that both the right section and the key are 48-
bits in length. Also note that the round key is used only in
this operation.
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6.2.2 Continue

S-Boxes
The S-boxes do the real mixing (confusion). DES uses 8
S-boxes, each with a 6-bit input and a 4-bit output. See
Figure 6.7.

Figure 6.7  S-boxes
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6.2.2 Continue

Figure 6.8  S-box rule
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Table 6 3 shows the permutation for S box 1 For the rest

6.2.2 Continue

Table 6.3 shows the permutation for S-box 1. For the rest
of the boxes see the textbook.

Table 6.3  S-box 1
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Example 6.3
6.2.2 Continued

TheThe inputinput toto SS--boxbox 11 isis 110001000111.. WhatWhat isis thethe output?output?

IfIf wewe writewrite thethe firstfirst andand thethe sixthsixth bitsbits together,together, wewe getget 1111 inin
bibi hi hhi h ii 33 ii d i ld i l ThTh i ii i bitbit 00010001 ii

SolutionSolution

binary,binary, whichwhich isis 33 inin decimaldecimal.. TheThe remainingremaining bitsbits areare 00010001 inin
binary,binary, whichwhich isis 11 inin decimaldecimal.. WeWe looklook forfor thethe valuevalue inin rowrow 33,,
columncolumn 11,, inin TableTable 66..33 (S(S--boxbox 11)).. TheThe resultresult isis 1212 inin decimal,decimal,
whichwhich inin binarybinary isis 11001100.. SoSo thethe inputinput 100011100011 yieldsyields thethe outputoutput
11001100..
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Example 6.4
6.2.2 Continued

TheThe inputinput toto SS--boxbox 88 isis 000000000000.. WhatWhat isis thethe output?output?

IfIf wewe writewrite thethe firstfirst andand thethe sixthsixth bitsbits together,together, wewe getget 0000 inin
bibi hi hhi h ii 00 ii d i ld i l ThTh i ii i bitbit 00000000 ii

SolutionSolution

binary,binary, whichwhich isis 00 inin decimaldecimal.. TheThe remainingremaining bitsbits areare 00000000 inin
binary,binary, whichwhich isis 00 inin decimaldecimal.. WeWe looklook forfor thethe valuevalue inin rowrow 00,,
columncolumn 00,, inin TableTable 66..1010 (S(S--boxbox 88)).. TheThe resultresult isis 1313 inin decimal,decimal,
whichwhich isis 11011101 inin binarybinary.. SoSo thethe inputinput 000000000000 yieldsyields thethe outputoutput
11011101..
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6.2.2 Continue

Straight Permutation

T bl 6 11Table 6.11  Straight permutation table
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6.2.3  Cipher and Reverse Cipher

Using mixers and swappers, we can create the cipher and
reverse cipher, each having 16 rounds.

First Approach
T hi thi l h i t k th l tTo achieve this goal, one approach is to make the last
round (round 16) different from the others; it has only a
mixer and no swappermixer and no swapper.

Note

In the first approach, there is no swapper in 

Note
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6.2.3 Continued
Figure 6.9  DES cipher and reverse cipher for the first approachg p p f f pp
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6.2.3 Continued

Algorithm 6.1  Pseudocode for DES cipher
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6.2.3 Continued

Algorithm 6.1  Pseudocode for DES cipher (Continued)
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6.2.3 Continued

Algorithm 6.1  Pseudocode for DES cipher (Continued)
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6.2.3 Continued

Algorithm 6.1  Pseudocode for DES cipher (Continued)
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6.2.3 Continued

Alternative Approach
We can make all 16 rounds the same by including oneWe can make all 16 rounds the same by including one
swapper to the 16th round and add an extra swapper after
that (two swappers cancel the effect of each other).( pp ff f )

Key GenerationKey Generation

The round-key generator creates sixteen 48-bit keys out
of a 56 bit cipher keyof a 56-bit cipher key.

6.30



6.2.3 Continued

Figure 6.10
Key generationKey generation
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6.2.3 Continued

Table 6.12  Parity-bit drop table

Table 6.13  Number of bits shifts
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6.2.3 Continued

Table 6.14  Key-compression table
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6.2.3 Continued

Algorithm  6.2  Algorithm for round-key generation 

6.34



6.2.3 Continued

Algorithm  6.2  Algorithm for round-key generation (Continue) 
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Example 6.5
6.2.4   Examples

WeWe choosechoose aa randomrandom plaintextplaintext blockblock andand aa randomrandom key,key, andand
determinedetermine whatwhat thethe ciphertextciphertext blockblock wouldwould bebe (all(all inin
hexadecimal)hexadecimal)::

Table  6.15  Trace of data for Example 6.5 

6.36



Example 6.5
6.2.4 Continued

Continued

Table  6.15  Trace of data for Example 6.5 (Conintued 
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Example 6.6
6.2.4 Continued

LetLet usus seesee howhow Bob,Bob, atat thethe destination,destination, cancan decipherdecipher thethe
ciphertextciphertext receivedreceived fromfrom AliceAlice usingusing thethe samesame keykey.. TableTable 66..1616
showsshows somesome interestinginteresting pointspoints..
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66--3   DES ANALYSIS3   DES ANALYSIS

CriticsCritics havehave usedused aa strongstrong magnifiermagnifier toto analyzeanalyze DESDES..
TestsTests havehave beenbeen donedone toto measuremeasure thethe strengthstrength ofof somesomeTestsTests havehave beenbeen donedone toto measuremeasure thethe strengthstrength ofof somesome
desireddesired propertiesproperties inin aa blockblock ciphercipher..

Topics discussed in this section:Topics discussed in this section:
6.3.1 Properties
6.3.2 Design Criteria
6.3.3 DES Weaknesses
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6.3.1  Properties

Two desired properties of a block cipher are the
avalanche effect and the completeness.

Example 6.7

ToTo checkcheck thethe avalancheavalanche effecteffect inin DES,DES, letlet usus encryptencrypt twotwo
plaintextplaintext blocksblocks (with(with thethe samesame key)key) thatthat differdiffer onlyonly inin oneone bitbit

dd bb hh diffdiff ii hh bb ff bibi ii hhandand observeobserve thethe differencesdifferences inin thethe numbernumber ofof bitsbits inin eacheach
roundround..
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Example 6.7
6.3.1 Continued

Continued

AlthoughAlthough thethe twotwo plaintextplaintext blocksblocks differdiffer onlyonly inin thethe rightmostrightmost
bit,bit, thethe ciphertextciphertext blocksblocks differdiffer inin 2929 bitsbits.. ThisThis meansmeans thatthatbit,bit, thethe ciphertextciphertext blocksblocks differdiffer inin 2929 bitsbits.. ThisThis meansmeans thatthat
changingchanging approximatelyapproximately 11..55 percentpercent ofof thethe plaintextplaintext createscreates aa
changechange ofof approximatelyapproximately 4545 percentpercent inin thethe ciphertextciphertext..

Table 6.17  Number of bit differences for Example 6.7
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6.3.1 Continued

Completeness effect
Completeness effect means that each bit of the ciphertextCompleteness effect means that each bit of the ciphertext
needs to depend on many bits on the plaintext.
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6.3.2  Design Criteria

S-Boxe
The design provides confusion and diffusion of bits from

h d t th teach round to the next.

P-Boxes
h id diff i f biThey provide diffusion of bits.

Number of Rounds
DES uses sixteen rounds of Feistel ciphers. the ciphertext
i th hl d f ti f l i t t dis thoroughly a random function of plaintext and
ciphertext.
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6.3.3  DES Weaknesses

During the last few years critics have found some
weaknesses in DES.
Weaknesses in Cipher Design
1. Weaknesses in S-boxes
2 Weaknesses in P boxes2. Weaknesses in P-boxes
3. Weaknesses in Key

6.44



Example 6.8
6.3.3 Continued

LetLet usus trytry thethe firstfirst weakweak keykey inin TableTable 66..1818 toto encryptencrypt aa blockblock
twotwo timestimes.. AfterAfter twotwo encryptionsencryptions
withwith thethe samesame keykey thethe originaloriginal plaintextplaintext blockblock isis createdcreated.. NoteNote
thatthat wewe havehave usedused thethe encryptionencryption algorithmalgorithm twotwo times,times, notnot
oneone encryptionencryption followedfollowed byby anotheranother decryptiondecryption..ypyp yy ypyp
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6.3.3 Continued

Figure 6.11  Double encryption and decryption with a weak key
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6.3.3 Continued
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6.3.3 Continued
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6.3.3 Continued

Figure 6.12  A pair of semi-weak keys in encryption and decryption
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Example 6.9
6.3.3 Continued

WhatWhat isis thethe probabilityprobability ofof randomlyrandomly selectingselecting aa weak,weak, aa semisemi--
weak,weak, oror aa possiblepossible weakweak key?key?,, pp yy

SolutionSolution

5656DESDES hashas aa keykey domaindomain ofof 225656.. TheThe totaltotal numbernumber ofof thethe aboveabove
keyskeys areare 6464 ((44 ++ 1212 ++ 4848)).. TheThe probabilityprobability ofof choosingchoosing oneone ofof
thesethese keyskeys isis 88..88 ×× 1010−−1616,, almostalmost impossibleimpossible..yy ,, pp
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6.3.3 Continued
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Example 6.10
6.3.3 Continued

LetLet usus testtest thethe claimclaim aboutabout thethe complementcomplement keyskeys.. WeWe havehave
usedused anan arbitraryarbitrary keykey andand plaintextplaintext toto findfind thethe correspondingcorrespondingyy yy pp p gp g
ciphertextciphertext.. IfIf wewe havehave thethe keykey complementcomplement andand thethe plaintext,plaintext,
wewe cancan obtainobtain thethe complementcomplement ofof thethe previousprevious ciphertextciphertext
(Table(Table 66 2020))(Table(Table 66..2020))..
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66--4   Multiple DES4   Multiple DES

TheThe majormajor criticismcriticism ofof DESDES regardsregards itsits keykey lengthlength..
FortunatelyFortunately DESDES isis notnot aa groupgroup.. ThisThis meansmeans thatthat weweFortunatelyFortunately DESDES isis notnot aa groupgroup.. ThisThis meansmeans thatthat wewe
cancan useuse doubledouble oror tripletriple DESDES toto increaseincrease thethe keykey sizesize..

6.4.1 Double DES
6 4 4 T i l DES

Topics discussed in this section:Topics discussed in this section:
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66--4   Continued4   Continued

AA substitutionsubstitution thatthat mapsmaps everyevery possiblepossible inputinput toto everyevery
possiblepossible outputoutput isis aa groupgroup..

Figure 6.13  Composition of mapping
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6.4.1  Double DES

The first approach is to use double DES (2DES).

Meet-in-the-Middle AttackMeet in the Middle Attack
However, using a known-plaintext attack called meet-in-
the-middle attack proves that double DES improves this
vulnerability slightly (to 257 tests), but not tremendously
(to 2112).
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6.4.1 Continued
Figure 6 14 Meet-in-the-middle attack for double DESFigure 6.14  Meet-in-the-middle attack for double DES
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6.4.1 Continued

Figure 6.15  Tables for meet-in-the-middle attack
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6.4.2 Triple DES

Fi 6 16Figure 6.16  Triple DES with two keys
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6.4.2 Continuous

Triple DES with Three Keys
The possibility of known-plaintext attacks on triple DES
with two keys has enticed some applications to use triple
DES with three keys. Triple DES with three keys is used
by many applications such as PGP (See Chapter 16)by many applications such as PGP (See Chapter 16).
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66--5   Security of DES5   Security of DES

DES,DES, asas thethe firstfirst importantimportant blockblock cipher,cipher, hashas gonegone
throughthrough muchmuch scrutinyscrutiny AmongAmong thethe attemptedattempted attacksattacksthroughthrough muchmuch scrutinyscrutiny.. AmongAmong thethe attemptedattempted attacks,attacks,
threethree areare ofof interestinterest:: brutebrute--force,force, differentialdifferential
cryptanalysis,cryptanalysis, andand linearlinear cryptanalysiscryptanalysis..yp yyp y yp yyp y

Topics discussed in this section:Topics discussed in this section:
6.5.1 Brute-Force Attack
6.5.2 Differential Cryptanalysis
6.5.3 Linear Cryptanalysis
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6.5.1  Brute-Force Attack

We have discussed the weakness of short cipher key in
DES. Combining this weakness with the key complement

k it i l th t DES b b k i 255weakness, it is clear that DES can be broken using 255

encryptions.
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6.5.2  Differential Cryptanalysis

It has been revealed that the designers of DES already
knew about this type of attack and designed S-boxes and
h 16 th b f d t k DESchose 16 as the number of rounds to make DES

specifically resistant to this type of attack.

Note

We show an example of DES differential 
cryptanalysis in Appendix Ncryptanalysis in Appendix N.

6.62



6.5.3  Linear Cryptanalysis

Linear cryptanalysis is newer than differential
cryptanalysis. DES is more vulnerable to linear
cryptanalysis than to differential cryptanalysis S boxescryptanalysis than to differential cryptanalysis. S-boxes
are not very resistant to linear cryptanalysis. It has been
shown that DES can be broken using 243 pairs of knowns ow t at S ca be b o e usi g pai s of ow
plaintexts. However, from the practical point of view,
finding so many pairs is very unlikely.

Note

We show an example of DES linear 
cryptanalysis in Appendix N
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